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Introduction & Contributions

e Motivations:

1. The current pace of Android app creation makes it unfeasible to analyze all of them in real time.

2. Limitations of automated (static or dynamic) analysis techniques.

¢ Primary Goal: Developing a lightweight system to identify Android apps with potentially dangerous behaviors.
e Approach: An information flow based risk scoring mechanism which is based on two key ideas:

1. Predicting information flows in Android applications.

2. Estimating the maliciousness of information flows.
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Type Dataset No. apps
Malware (MW)  Drebin 5.560 Figure 1: TriFlow architecture for flows prediction and weighting.
Goodware (GW)  Google Play | 11,456

Total 17,016
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Flows Weighting & Apps Triage

Logarithmic scale of prediction errors show that
90% of flows are predicted with error < 0.25 in

The higher a flow’s weight, the more frequent is that flow In very rare flows I(f) > 1 which are
in malware than in benign apps. observed mainly in malware.
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Conclusion Further Informatio:

e Flow prediction: Flows can be predicted efficiently based on precise static analysis tools and
sufficient ground truth.

Flow weighting: Weights based on a simple yet complete intuition—rare equals risky.

Risk metric: A new risk metric has been proposed based on information flows.

Triage: An efficient triage system has been developed which can prioritize analysis and save
valuable resources. Applications include initial triage of large scale sets of apps as a lightweight
pre-analyzer.




