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Exploitation of 
Benign 

Technologies 
and Features

Abusing benign binaries to deliver 
malware on desktop computers

Abusing benign technologies to violate 
security and privacy of users on Android 
devices

Abusing benign technologies, 
platforms and third - party services 
in spam messages
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Exploitation of Benign Technologies and Features
Living- Off- the- Land Binaries (LOLBins)

Å LOLBins

Å Pre- installed binaries : native in the operating system

Å Downloaded binaries : not pre - installed but are officially provided by the operating system's 
developer (e.g., Microsoft)

Å Examples:

Å mshta.exe

Å certutil.exe

Å powershell.exe

Å rundll32 .exe
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Exploitation of Benign Technologies and Features
JavaScript

Å JavaScript

Å A powerful and widely used programming language that plays a key role in enabling dynamic 
and interactive features on modern websites.

Å JavaScript features can be exploited to deliver malware

Å Dynamic code execution

Å Cross- site scripting

Å Malicious use of Web APIs

Å Social engineering with JavaScript (e.g., fake login screens, clickjacking)
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Exploitation of Benign Technologies and Features
The intent- based communication in Android

Å Intents allow apps to communicate with one another or with system components

Å Intent types

Å Explicit Intents : Target a specific app/component (e.g., launching a specific activity).

Å Implicit Intents : Do not specify the target app/component, allowing the system to determine 
the appropriate recipient.

Å Poorly implemented intent handling can lead to:

Å Intent spoofing

Å Intent sniffing

Å Data leakage
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Exploitation of Benign Technologies and Features
Location permissions in Android

Å Android apps may require location permissions to provide functionality that depends on the user's 
geographic location.

Å Examples: navigation apps, ride - sharing apps, weathers apps, social media, dating apps

Å A few examples of abusing location permissions

Å Unauthorized tracking of users

Å Data harvesting and selling (e.g., AccuWeather, WeatherBug, TikTok, Strava apps)

Å Combining location data with other sensitive information
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Exploitation of Benign Technologies and Features
Cloud and collaboration platforms

Å They facilitate remote collaboration.

Å They are widely trusted and commonly used by individuals and organizations.

Google Drive
OneDrive

Dropbox
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Exploitation of Benign Technologies and Features
Cloud and collaboration platforms

Å A few examples of abuse:

Å Hosting malicious payloads

Å Creating fake login pages

Å Embedding links to malicious websites in PDF files or other documents

Å Sending direct emails (e.g., Adobe e - signature abuse)

Å Creating their Command and Control (C2) infrastructure
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Exploitation of Benign Technologies and Features
Email marketing platforms

Å They are used by organizations of all sizes to manage and execute email campaigns efficiently.

Å A few examples:

Å Mailchimp

Å SendGrid

Å Mailjet

Å Mailgun

Mailchimp
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Exploitation of Benign Technologies and Features
Email marketing platforms

Å A few examples of abuse:

Å Sending large - scale spam campaigns to overwhelm recipients

Å Using analytics features for reconnaissance

Å Credential harvesting through subscription pages
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Exploitation of Benign Technologies and Features
Third- party services

Å URL shortening services

Å Bot management services (e.g., Cloudflare)

Bitly

TinyURL

ShortenWorld

Rebrandly
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Exploitation of Benign Technologies and Features
HTML and CSS

Å CSS properties are used to control the appearance and layout of the content in emails.

Å General use cases of CSS:

Å Improving visual appeal

Å Ensuring responsiveness

Å Customizing interactivity

Å Enhancing readability
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Exploitation of Benign Technologies and Features
HTML and CSS

Å A few examples of abuse:

Å Tracking usersõ actions and preferences

Å Fingerprinting devices

Å Content concealment
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Exploitation of Benign Technologies and Features
HTML and CSS

https:// blog.talosintelligence.com /css- abuse- for- evasion- and- tracking/https:// blog.talosintelligence.com /seasoning - email- threats - with- hidden- text- salting/
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Exploitation of Benign Technologies and Features
HTML and CSS
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Exploitation of Benign Technologies and Features
HTML and CSS

Abusing email analytics tools
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Exploitation of Benign Technologies and Features
HTML and CSS

Fingerprinting devices
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Exploitation of Benign Technologies and Features
HTML and CSS

Fingerprinting devices

Logged Information Revealed Data

IP Address Recipient's approximate geographic location.

User- Agent String Email client (e.g., Outlook, Apple Mail), operating system, and device type.

Accept - Language User's configured language preferences.

Accept Header Supported image formats by the client.

Request URL Often contains unique identifiers to link the "open" event to a specific recipient and campaign.

Timestamp The precise time and date the email was opened.

X- Forwarded - For Original IP address if the connection is routed through a proxy.
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Where can 
content be 
concealed?
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Content Concealment in Emails
Common locations ð preheader
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Content Concealment in Emails
Common locations ð preheader 
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Content Concealment in Emails
Common locations -  body
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Content Concealment in Emails
Common locations ð body
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Content Concealment in Emails
Common locations ð attachment
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What types of 
content 

concealment 
exist? 
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Content Concealment in Emails
Common types ð adding characters
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Content Concealment in Emails
Common types ð adding characters



-

Content Concealment in Emails
Common types ð adding paragraphs
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Content Concealment in Emails
Common types ð adding paragraphs
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Content Concealment in Emails
Common types ð adding paragraphs
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Content Concealment in Emails
Common types ð adding comments
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Content 
Concleament 

in Emails

Prevalence

Motivation

Impact on existing and future 
threat defense solutions
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The Prevalence of Content Concealment
Ham vs. spam messages

7/30/25 7/31/25 8/1/25 8/2/25 8/3/25 8/4/25 8/5/25 8/6/25 8/7/25 8/8/25

Ham Messages Spam Messages
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Why Content Concealment?

Å Evading spam filters

Å Evading brand name identification

Å Evading email attachment analysis engines

Å Confusing email parsers (e.g., language detection procedures)
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The Impact of Content Concealment
Evading detection engines that rely on signatures derived from textual features



-

The Impact of Content Concealment
Evading detection engines that rely on signatures derived from textual features
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The Impact of Content Concealment
Evading detection engines that rely on signatures derived from textual features

OCR Analysis
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The Impact of Content Concealment
Evading detection engines that rely on signatures derived from HTML features
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The Impact of Content Concealment
Evading detection engines that rely on signatures derived from HTML features
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The Impact of Content Concealment
Detection engines that rely on features extracted by Large Language Models (LLMs)

A phishing email with hidden text

Detected sentiment using a gpt - 4o- mini 
model: Neutral
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The Impact of Content Concealment
Detection engines that rely on features extracted by Large Language Models (LLMs)

Detected sentiment using a gpt - 4o- mini model: Negative
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The Impact of Content Concealment
Detection engines that rely on features extracted by Large Language Models (LLMs)

Detected sentiment using a gpt - 4o- mini model: Positive
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The Impact of Content Concealment
Detection engines that rely on features extracted by Large Language Models (LLMs)

A phishing email with hidden text

Detected intent using a gpt - 4o- mini 
model: Request Action
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The Impact of Content Concealment
Detection engines that rely on features extracted by Large Language Models (LLMs)

Detected intent using a gpt - 4o- mini model: Schedule Meeting
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The Impact of Content Concealment
Detection engines that rely on features extracted by Large Language Models (LLMs)

Detected intent using a gpt - 4o- mini model: Request Information
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The Impact of Content Concealment
Detection engines that rely on features extracted by Large Language Models (LLMs)

A phishing email with hidden text

Detected dominant language using 
a gpt- 4o- mini model: English
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The Impact of Content Concealment
Detection engines that rely on features extracted by Large Language Models (LLMs)

Detected dominant language using a gpt - 4o- mini model: Spanish
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The Impact of Content Concealment
Detection engines that rely on features extracted by Large Language Models (LLMs)

Detected dominant language using a gpt - 4o- mini model: French
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Mitigation

Literature review and our proposed approach 
to detect content concealment

Related work
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Main Defense Options

Å Filtering: finding and excluding the hidden content from emails. 

Å Detection: detecting when content is concealed in emails.
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Literature Review
Detecting content concealment in Emails

Å Heuristic- based detection

Å Detection via visual analysis

Å Detection via natural language processing
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Literature Review
Detecting content concealment via heuristics 

Å Approach

Å Tapping into the rendering process of the source text and analyzing the rendering commands 
to identify portions of the text which are invisible to a human reader.

Å Criteria: text character and background color, font - size, etc.

Å Limitation

Å No coverage for new tricks and the need for continuous updates
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Literature Review
Detecting content concealment via visual analysis 

Å Approach

Å Detecting visual anomalies (e.g., via glyph visibility)

Å Limitation

Å Rendering errors

Å Computational cost
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Literature Review
Detecting content concealment via natural language processing 

Å Approach

Å Comparing the rendered text with the one extracted from emailõs HTML source and finding 
anomalies using a distance metric.

Å Limitations

Å Rendering and OCR analysis errors

Å Language dependency

Å Computational cost



-

Our Approach
Why large language models?

Å Does not require message rendering

Å Does not require OCR analysis, an error - prone process

Å Scales well and can be applied to all messages

Å Can be used to detect new tricks

Å High precision can be obtained with minimal fine - tuning
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Our Approach
Leveraging large language models to detect content concealment in Emails
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Our Approach
Leveraging large language models to detect content concealment in Emails
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Our Approach
Leveraging large language models to detect content concealment in Emails
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Related Work
Email visual similarity detection

https:// arxiv.org/pdf/2408.16945

https://arxiv.org/pdf/2408.16945
https://arxiv.org/pdf/2408.16945
https://arxiv.org/pdf/2408.16945
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Findings

Efficiency and performance stats

Case studies
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Efficiency & Performance Stats
Detecting content concealment with large language models

Metric Value

Accuracy 0.95

Precision 0.91

Recall 0.92

Avg. Processing Time (seconds) 2.13
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Case Study
Confusing email language detectors


