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Abstract A new image encryption scheme, based on
a total shuffling and parallel encryption algorithm is
proposed in this paper. Two chaotic systems have been
used in the encryption algorithm to confuse the re-
lationship between the plain-image and the cipher-
image. To make the encryption procedure more con-
fusing and complex, the plain-image is first divided
into 4 sub-images and then the position of each sub-
image is changed pseudo-randomly according to a lo-
gistic map. Next, a total shuffling matrix is used to
shuffle the position of pixels in the whole image and
then sub-images are encrypted simultaneously in a
parallel manner. The experimental results on USC data
base demonstrate that the proposed encryption algo-
rithm has a low time complexity and has the advan-
tages of large key space and high security. Moreover,
the robustness of this locally encryption method is
much more in contrast with other encryption schemes
and the distribution of gray values has a random-like
behavior in the encrypted image.
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1 Introduction

Rapid developments in digital image processing and
widespread dissemination of digital multimedia data
over the internet have made us to protect this vital
information against illegal copying and distribution.
To reach this goal, many new encryption schemes
have been proposed [1–5]. Comparing with conven-
tional encryption algorithms, chaos-based ones have
suggested more secure and fast encryption methods
[6–10].

The first chaos-based encryption algorithm was
proposed in 1989 [11]. Since then, many researchers
have investigated and analyzed many chaos-based en-
cryption algorithms, these works all have been mo-
tivated by the chaotic properties such as the sen-
sitive dependence on initial conditions and systems
parameters, pseudo-random property, nonperiodicity,
and topological transitivity.

It is crucial for a good encryption algorithm to be
sensitive to the cipher keys, and the key space should
be large enough to make brute-force attacks infeasi-
ble [12]. Recently, a fast chaotic cryptographic scheme
based on iterating a logistic map was suggested [13],
in which no random numbers need to be generated and
the look-up table used in the cryptographic process
is updated dynamically. After that, a two-dimensional
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chaotic cat map was generalized to 3D for designing a
real-time secure symmetric encryption scheme to con-
fuse the relationship between the cipher-image and
the plain one [14]. Also recently, the authors in [15]
thought that the algorithm for encoding binary images
using a one-dimensional chaotic map [16] is not secure
enough to overcome the drawbacks such as small key
space and weak security of a one-dimensional chaotic
map, a nonlinear algorithm is proposed in [17], which
shows high-level security and acceptable efficiency.

A new multilevel image encryption scheme is sug-
gested in this paper, different from others being pro-
posed so far. The plain-image is first divided into 4
sub-images, and then these blocks are disordered to
make a disordered image. Then a total shuffling matrix
is used to shuffle the position of the pixels in the whole
image and the states combination of two chaotic sys-
tems are used to change the gray values of the plain-
image. After this, the whole image is encrypted simul-
taneously in a parallel manner.

The rest of this paper is organized as follows. Sec-
tion 2 explains about the division of plain-image into
sub-images and discusses about the effects of sub-
images number and the change in their position in
complexity of encryption procedure. It also introduces
Lorenz and Chen’s chaotic systems and presents im-
age total shuffling algorithm and new image encryp-
tion scheme. Section 3 describes some simulation out-
comes. All security analysis are given is Sect. 4, and
finally, Sect. 5 concludes the paper and suggests some
future improvements.

2 Division, shuffling and the proposed encryption
algorithm for a plain image

2.1 Division of plain-image into sub-images

Division is the first step in the proposed encryption
algorithm. Firstly, the whole image is divided into 4
equal blocks and then a pseudo-random array contain-
ing 4 pseudo-random numbers is used to disorder the
initial arrangement of image blocks. These 4 values
are obtained from the below logistic map:

xn+1 = 4xn(1 − xn) (1)

For a given x0, after doing some iterations a new x0 is
derived, then let:

rand = [
mod

(
x0 × 1013,4

)] + 1 (2)

Fig. 1 Division and
disordering of original
image blocks

Continue to do the iteration of the logistic map and do
(2) until we get 4 different data which are all between
1 and 4.

This kind of procedure will make the encryption
operation more confusing and complex as it adds one
extra step to the encryption process, and furthermore
the length of the key will become longer. This process
can be more understood from Fig. 1.

As you can see in Fig. 1, the initial image blocks
become totally disordered using the pseudo-random
array “RandomA.” The disordered image is obtained
as follows.

First, the block number “1” is changed with block
number “4.” Next, the block number “2” is changed
with block number “1.” Then the block number “3” is
changed with block number “2” and finally the block
number “4” is changed with block number “3.”

Doing this procedure, we apply the first complexity
to our encryption scheme that makes it more robust
against widespread attacks.

2.2 Generation of image total shuffling matrix

An image total shuffling matrix is used in order to
shuffle the position of the pixels in the plain-image and
to disturb the high correlation among adjacent pixels
and weaken this strong correlation among them. With-
out loss of generality, we assume that the dimension of
the plain-image is M × N and the position matrix of
pixels is Pi,j , i = 0,1, . . . ,M −1; j = 0,1, . . . ,N −1.
The generation procedure of shuffling matrix is de-
scribed as follows:

(1) For the logistic map xn+1 = 4xn(1 − xn) and a
given x0, do some iterations, a new x0 is derived,
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then let:

l = mod
(
x0 × 1013,M

)
(3)

Obviously l ∈ [0,M − 1]
(2) Continue to do the iteration of the logistic map and

do (3) until we get M different data which are all
between 0 and M − 1; these data can be recorded
in the form of {hi , i = 1,2, . . . ,M}, where hi �=
hj if i �= j . Then rearrange the row of matrix Pi,j

according to {hi , i = 1,2, . . . ,M}, that is, move
the h1 row to the first row, h2 row to the second
row, therefore, a new position matrix P h

i,j is gen-
erated based on the transformation.

Now, we will produce column shuffling matrix by
shuffling the new matrix P h

i,j column by column. The
process is presented next:

(3) Use the present x0 to do the iteration of Logistic
map and then let:

l = mod
(
x0 × 1013,N

)
(4)

It can be easily seen that l ∈ [0,N − 1]
(4) Continue to do the iteration of the logistic map and

do (4) until we get N different data which are all
between 0 and N − 1; these data can be expressed
{li , i = 1,2, . . . ,N}, where li �= lj if i �= j . Then
rearrange the data of every column for the first row
of matrix P h

i,j according to {li}, that is, move the
l1 column to the first column, l2 column to the sec-
ond column, thus a new column transformation of
the first row of matrix P h

i,j is generated.

From the second row until the last row of matrix
P h

i,j , do the same column transformation in the same
way as the second step, thus a new image total shuf-
fling matrix P hl

i,j is given, and if N and M are not very
big, the algorithm has lower time complexity, which
can be summarized in Table 1.

Table 1 Time complexity of image total shuffling algorithm

Size of the The average number of

image iteration needed to accomplish

a row transformation

32 × 32 80

64 × 64 300

128 × 128 520

256 × 256 1600

2.3 Lorenz and Chen’s chaotic systems

In the proposed encryption scheme, the Lorenz chaotic
system is one that is employed in key scheming, which
is modeled by Beldhouche and Qidwai [19].
⎧
⎪⎨

⎪⎩

ẋ1 = p(x2 − x1)

ẋ2 = −x1x3 + rx1 − x2

ẋ3 = x1x2 − tx3

(5)

where p, r , and t are parameters, when p = 10, r =
28, t = 8/3, the system is chaotic.

Another chaotic system in our scheme is Chen’s
chaotic system, which is described as follows [19]:
⎧
⎪⎨

⎪⎩

ẋ4 = a(x5 − x4)

ẋ5 = (c − a)x4 − x4x6 + cx5

ẋ6 = x4x5 − bx6

(6)

where a, b, and c are parameters, when a = 35, b = 3,
c = 28, the system is chaotic. Simulation shows the
system orbit is extremely sensitive to the parameter c.

Although the equation of Chen’s system are very
similar to that of Lorenz system, the topologically they
are not equivalent [18]. The chaotic behaviors of the
two systems are shown in Fig. 2.

2.4 New image encryption algorithm

The state variable combination of two chaotic sys-
tems has been used in this image encryption scheme.
Three of the variables are combined differently, which
may produce 20 different combination tables, which is
given in Table 2. Then the encryption process is given
as follows:

Step 1: Assume the dimension of the original gray-
scale image is M × N , this image is considered as
a matrix named B.

Step 2: First, the plain-image is divided into 4 sub-
images and then the position of each sub-image is
changed according to the array “RandomA” which is
initialized pseudo-randomly.

Step 3: Next, the original image is shuffled according
to the total shuffling matrix.

Step 4: Now, repeat the operations of steps 5, 6, and
7 until the whole encrypted image is produced from
the parallel encryption of sub-images.

Step 5: Iterate the Lorenz and Chen’s chaotic systems
for N0 and M0 times to avoid the harmful effect of
transitional procedure, respectively (N0 �= M0).
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Fig. 2 (a) Chaos attractors of Lorenz system, (b) chaos attractors of Chen’s system

Table 2 Different combinations of states between Lorenz and Chen’s chaotic systems

Serial number Combination of states Serial number Combination of states

0 (x1, x2, x3, x4) 1 (x1, x2, x3, x5)

2 (x1, x2, x3, x6) 3 (x1, x2, x4, x5)

4 (x1, x2, x4, x6) 5 (x1, x2, x5, x6)

6 (x1, x3, x4, x5) 7 (x2, x3, x4, x6)

8 (x1, x3, x5, x6) 9 (x1, x4, x5, x6)

10 (x2, x3, x4, x5) 11 (x2, x3, x4, x6)

12 (x2, x3, x5, x6) 13 (x2, x4, x5, x6)

14 (x3, x4, x5, x6)

Step 6: The Lorenz and Chen’s systems are iterated
simultaneously, and as a result, six decimal fractions
x1, x2, x3, x4, x5, x6 will be generated. These decimal
values are determined firstly as follows:

xi = mod
((

abs(xi)
) − floor

(
abs(xi)

) × 1015,256
)

i = 1,2, . . . ,6 (7)

Where abs(x) returns the absolute value of x and
floor(x) returns the value of x to the nearest integers
less than or equal to x, to make the states of the two
chaotic systems correlative, let

x4 = x4 ⊕ x1, x5 = x5 ⊕ x2, x6 = x6 ⊕ x3 (8)

Step 7: Generates x̄1 by using the following formula:

x̄1 = mod(x1,15) (9)

As x̄1 ∈ [0,14]. So from Table 2, we select the cor-
responding group that is used to perform encryption

operation if x̄1 equals to the serial number of sequence
of the group. The encryption operation is to do XOR
between 4 bytes of original image data and the 4 bytes
of resulting group data, according to the following for-
mula:

C4xk+1
i,j = (

B4xk+1
i,j ⊕ Bx1

) ⊕ C4xk
i,j

i = 1,2, . . . ,
M

2
; j = 1,2, . . . ,

N

2

C4xk+2
i,j = (

B4xk+2
i,j ⊕ Bx2

) ⊕ C4xk+2
i,j

i = 1,2, . . . ,
M

2
; j = N

2
+ 1, . . . ,N

(10)
C4xk+3

i,j = (
B4xk+3

i,j ⊕ Bx1

) ⊕ C4xk+3
i,j

i = M

2
+ 1, . . . ,M; j = N

2
+ 1,2, . . . ,

N

2
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C4xk+4
i,j = (

B4xk+4
i,j ⊕ Bx1

) ⊕ C4xk+4
i,j

i = M

2
+ 1, . . . ,M; j = N

2
+ 1,2, . . . ,

N

2

where k = 0,1, . . . represents the (k −1)th iteration of
the two chaotic systems. The symbol ⊕ represents the
exclusive OR operation bit-by-bit. Bxi

, i = 1,2,3,4
represents state values of the corresponding group
with respect to serial x̄1. The initial C0

i,j is set to be
128, the process does not end until the whole origi-
nal image is all encrypted. Note that each of the four
above equations is used for encrypting one of the plain
sub-images.

A general view of the encryption procedure can be
obtained from Fig. 3.

3 Experimental analysis

Hackers can easily penetrate to the encrypted images
by analyzing them from different statistical aspects.

Fig. 3 General view of the proposed parallel encryption algo-
rithm

Their goal is to find the most similar features be-
tween the plain-image and the cipher one in order
to reach the original image quickly. Hence, a good
encryption algorithm should produce cipher-images
such that they have salient differences with their cor-
responding plain-images from statistical points of
view.

Experimental analysis of the proposed image en-
cryption algorithm in this paper has been done. The
plain image with the size 512 × 512 is shown in
Fig. 4a and the histogram of the plain image is shown
in Fig. 4b. The image we get through change of the
512 × 512 image total shuffling matrix is shown in
Fig. 4c and the corresponding histogram is shown in
Fig. 4d. The encrypted image is shown in Fig. 4e and
the histogram is shown in Fig. 4f. From the figure, one
can see that the histogram of the ciphered image is
fairly uniform and is significantly different from that
of the original image.

4 Security analysis

A good encryption algorithm should resist all kinds
of known attacks, it should be sensitive to the se-
cret keys, and the key space should be large enough
to make brute-force attacks infeasible. Some statis-
tical analysis has been gathered in this section us-
ing plain-image and cipher-image histograms. Then
a method is introduced for estimating the similarity
between the pixels of the plain image and the en-
crypted one. Furthermore, a number is considered as
the correlation coefficient for each image to show the
amount of correlation among different pixels of im-
age.

4.1 Key space analysis

In our algorithm, the initial value of x0 that is used
for image division is set to 0.556 which needs a 32-
bits space and also the initial values of the Lorenz and
Chen’s systems, p = 10, r = 28, t = 8/3 ∼= 2.66, a =
35, b = 3, and c = 28 are used as secret keys. So, we
need 96 bits to store these initial values. Another 104
bits is needed for storing: x1(0) = 0.3, x2(0) = −0.4,
x3(0) = 1.2, x4(0) = 10.2, x5(0) = −3.5, x6(0) = 4.4.
Moreover, the initial iteration numbers N0 and M0

are also used as the secret keys. With N0 = 3000
and M0 = 2000, we need 64 extra bits to store them.
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Fig. 4 (a) Original image, (b) histogram of the original image, (c) shuffled image, (d) histogram of the shuffled image, (e) ciphered
image, (f) histogram of the ciphered image
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Fig. 5 (a) Encrypted image with actual parameters, (b) histogram of encrypted image with actual encryption parameters, (c) encrypted
image with different initial value, (d) histogram of encrypted image with different initial value

Therefore, the total number of bits needed for storing
all of the encryption parameters is 296, and thus the
cryptosystem has 2296 different combinations and this
large key space is enough to resist all kinds of brute-
force attacks.

4.2 Key sensitivity test

Several key sensitivity tests are performed in this
paper. Figure 5a–d illustrates the sensitivity of our
scheme to the secret key x1, x2, x3, x4, x5, x6, N0, and
M0. Figure 5a is the encrypted image with the param-
eters to be x1(0) = 0.3, x2(0) = −0.4, x3(0) = 1.2,
x4(0) = 10.2, x5(0) = −3.5, x6(0) = 4.4, N0(3000),
and M0 = 2000 and Fig. 5c is the same encryption re-
sult with all the parameters equal to actual ones except

x1(0) = 0.3000001. Figures 5b and 5d are the corre-
sponding histograms of encrypted images. So, it can
be concluded that the new chaotic encryption algo-
rithm is sensitive to the key such that a small change
of the key will generate a completely different de-
cryption result and cannot get the correct plain im-
age.

4.3 Similarity of the adjacent pixels

In the case of similarity of pixels, it should be men-
tioned that the closer they are to the main diago-
nal of the image matrix the more similar they are.
In cryptography, we are seeking for methods that
reduce this similarity to its minimum value in the
ciphered image. Then there would be a very little
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Fig. 6 (a) Similarity of two horizontal adjacent pixels in plain image. (b) Similarity of two horizontal adjacent pixels in ciphered
image. (c) Similarity of two vertical adjacent pixels in plain image. (d) Similarity of two vertical adjacent pixels in ciphered image.
(e) Similarity of two diagonal adjacent pixels in plain image. (f) Similarity of two diagonal adjacent pixels in ciphered image

chance for others to reach the original image by com-

paring these similarities between pixels. The simi-

larity test for horizontal, vertical, and diagonal ad-

jacent pixels has been performed for the proposed

encryption algorithm and the results are gathered in

Fig. 6.
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4.4 Analysis of correlation of two adjacent pixels

To test the correlation between two vertically adjacent
pixels, two horizontally adjacent pixels, and two diag-
onally adjacent ones, respectively, in a ciphered image,
some simulations are carried out. Firstly, randomly se-
lect 2,500 pairs of two adjacent pixels from the image,
then calculate the correlation coefficient of each pair
by using the following formulas:

E(x) = 1

N

N∑

i=1

xi (11)

D(x) = 1

N

N∑

i=1

(
xi − E(xi)

)2 (12)

cov(x, y) = 1

N

N∑

i=1

(
xi − E(xi)

)(
yi − E(yi)

)
(13)

rxy = cov(x, y)√
D(x)

√
D(y)

(14)

where x and y are gray values of two adjacent pixels in
the image. Table 3 shows the simulation results for the
“elaine.512” image chosen from the USC data base.

The closer this value is to zero the less correlation
exists between two adjacent pixels. The results show
that the correlation coefficient is very close to zero in
ciphered image, and thus the proposed encryption al-
gorithm is less predictable and more secure.

4.5 Analysis of information entropy

Entropy is one of the most outstanding features that
make the images to have a random-like behavior. This
parameter was first introduced by Claude E. Shannon
in 1949 and can be obtained using the following for-
mula:

H(s) =
2N−1∑

i=0

P(si) log

(
1

p(si)

)
(15)

where N is the number of gray scale levels in an image
(ex: N = 256 for 8 bit image pixels) and P(si) is the
occurrence probability of gray scale “I” in the image.

The entropy value will be 8 for images that are pro-
duced totally randomly. The closer the entropy of an
encryption algorithm is to 8 the less predictable, and
thus more secure is that scheme. The entropy value for
the proposed encryption algorithm has been measured
for a sample image and the result is shown in Table 4.

Table 3 Correlation coefficients of two adjacent pixels in two
images

Model Original image Ciphered image

Horizontal 0.9784 −0.0893

Vertical 0.9758 0.0034

Diagonal 0.9750 0.0010

Table 4 The entropy of original gray scale image and its corre-
sponding encrypted one

Entropy of plain-image Entropy of cipher-image

7.5060 7.9993

Table 5 The comparison of encryption speed between our pro-
posed method and the cryptosystem in [16]

Algorithm Encryption time (seconds)

The proposed algorithm in [16] 63.450736

Our proposed algorithm 55.855276

4.6 Encryption speed

We have used Matlab 7.8 to run encryption programs
in a computer with a Pentium 4 CPU 2.66 GHz, 4
GB Memory, and 300 GB hard-disk capacity, and the
operating system is Microsoft Windows Vista Busi-
ness. Table 5 shows the comparison of experiment re-
sults between the proposed parallel encryption method
and the cryptosystem in [16], which our encryption
method is based on. Compared to this encryption sys-
tem, we can see that the operation speed of our method
is about 8 seconds faster for the “elaine.512” image.

5 Conclusions and future works

In this paper, we introduced a new parallel algorithm
for image encryption. First of all, the plain image is
divided to 4 equal blocks and then the position of each
block is shuffled. Then a total shuffling algorithm is
applied to the whole image. After this, we use differ-
ent values for encrypting each pixel in each of the 4
blocks of the whole image. These values are: the cor-
responding pixel value of the original image, the value
which is obtained from the other block and the values
extracted from Table 2.
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One of the most outstanding benefits of the pro-
posed encryption algorithm is that we increased the
diffusivity by correlating the encryption procedure of
each pixel in each block to its corresponding pixel (the
same row and column) in the other block. Moreover,
the experimental results show that the algorithm pos-
sesses high security and a large key space. The pro-
posed encryption algorithm is also fast; there are only
some XOR operations and table lookup operations for
each pixel.

The future extensions of this work can be as fol-
lows:

(1) This encryption algorithm can be implemented by
dividing the plain image into more adaptive sub-
images.

(2) We can use other chaotic systems and concepts
(e.g., cycling chaos) except Lorenz and Chen for
obtaining different results.
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